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AnHOomauyus. 3akoH o 3awyume auuHotl unpopmayuu Kumaiickoii HapooHoti Pecnybauku 6wt
odpuyuanvHo ggeder 8 deticmstie 1 Hoabps 2021 2. [losieneHue 3moeo 3aKoHA C8S13AHO C 8ONJouUle-
HueM udeu pazeumusi, OpUeHMUPOBAHHO20 HA Jit00ell, u npedcmagasiem coboll kumatickuil onbim
pelleHuUs Npodem 3auwumyl AUUHOLU UHGOOPMAYUL, ¢ KOMOPbIMIU CMANIKUEAeMCsl MeHcOYHAPOOHOe
coobujecmgo. Ima cmambvs NOCBAWEHA PA38UMUI0 KUMALCK020 3AKOHA 0 NePCOHANIbHbIX OAHHBLX,
00BsICHSIeM 3aKOHO0AMENbHYH0 Ueslb NPUHAMUS O0AHH020 3aKOHA, @ MAKJce 8blOeJIsiem ceMb OCHOBHbLX
€20 MomeHmMo8 U 0aem 08e 8aJcHble xapakmepucmuxu. Kpome moezo, 8 cmamue denaemcs akyeHm
Ha gedeHue cyOebHbLX pa3bupamebema 8 00UieCMa8eHHbLX UHMepecax KUmatickotll npoKypanmypbl
no 3awjume JUYHOU UHPGOPMAUUL, YKA3bIBAIOMCA He00CMAmKU 3motl cUCeMbL C Ueibio ee MAaKCU-
MAbHOZ0 CO8EPUIEHCMBOBAHUS U PA3BUMUSL.

Kntouesule cnosa: 3aujuma nepcoHansHoll uHgopmayuu; cy0ebHbLil npoyecc 8 UHMepecax npoxy-
pamypbul; 06pabomka nepcoHaAnbHOU UHPopMayuL.

Abstract. The Personal Information Protection Law of the People’s Republic of China (hereinafter
referred to as Personal Information Law) has been officially implemented on November 1, 2021. The
birth of this law embodies the idea of people-centered development and provides Chinese experience
and solutions for the personal information protection problems faced by international society. This
article focuses on the development of Chinese personal information law and explains the legislative
purpose of Personal Information Law to further show seven highlights and two characteristics of it.
Also, it puts emphasis on introducing Chinese procuratorial public interest litigation on personal in-
formation protection and points out the shortcomings of this existing system with a view to perfecting
and developing the system value maximally.

Keywords: Personal Information Protection; Procuratorial Public Interest Litigation; Personal Infor-
mation Processing.
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3. Chinese procuratorial public interest
litigation on personal information
protection

3.1. The development of Chinese procuratorial
public interest litigation

The premise of the public interest litigation
system is to protect the public interest. Therefore, the
understanding of the public interest litigation system
should be based on the understanding of the concept
of public interest. Public interest is an important part
of the daily language of law, and it is clearly reflected
in the laws and regulations of many countries. But
despite this, the connotation of public interest has not
yet formed a unified standard in academia. American
scholar John Rawls advocates the indivisibility and
publicity of public interest, and believes that public
interest must be provided through a political process,
and all citizens should accept the same amount of
this.> The American jurist Pound advocated dividing
interests into three categories, namely: public
interest, social interest and personal interest. Simply
put, in Pound’s concept, public interest is actually
equivalent to national interest, and social interest is
the interest that is closely related to social life and
personal life.?

From this point, we can see that Pound’s concept
of public interest actually does not conform to the
common perception of our Chinese scholars. There
is no distinction between «social public interest» and
«public interest» in the formulation of Chinese law.
The latter is just a simple term for the former. Some
scholars in China believe that public interest refers
to the public interest of all members of society. If we
accept that the starting point of the law is to protect
the public interest, then it is to protect the personal
interest of every citizen.” This view violates the gen-
eral consensus of the Chinese academic circles on
the connotation of public interest, so it is worthy of
further discussion. In fact, public interest involves
the interest of an unspecified majority in society, nei-
ther the interest of all members of the society, nor
the interest of a specific majority. This view has been
recognized by most scholars in the Chinese legal field.

Public interest litigation is a lawsuit filed to
protect national interests and social public interest.
It is divided into civil public interest litigation and
administrative public interest litigation. While the
procuratorial public interest litigation is a public
interest litigation initiated by the procuratorial
organ. Looking back, as early as the ancient Roman
period, the germination of the public interest

litigation system had already appeared. However,
because the application of the system was not perfect
at the time, it did not continue. The public interest
litigation system with modern significance was
born in the United States in the 1960s and 1970s,
and its main areas were environmental protection
and gradually expanded. In this process, the public
interest litigation system further spread to other
countries and regions in the world, setting off a
worldwide trend of judicial reform. The theoretical
basis of public interest litigation mainly comes from
the concepts of objective litigation and subjective
litigation created by the French jurist Leon Duguit.
This group of concepts has been widely used in
the research process of procedural law in civil law
countries, and has laid a solid theoretical foundation
for the public interest litigation system in civil law
countries. Objective litigation and subjective litigation
are a set of relative concepts, but there are still many
differences between this two concepts.

First of all, from the perspective of value goals, the
establishment of subjective litigation is to solve the
problem of individual rights; while objective litigation
exists for the purpose of safeguarding public interests
and social order. Secondly, subjective litigation re-
quires that the plaintiff must have an interest in the
subject of the litigation, and the final litigation judge-
ment is only legally effective for the litigants; while
the objective litigation is just the opposite, which does
not require the plaintiff to have a certain interest in
the subject of the litigation. At the same time, the
legal effect of objective litigation judgments may not
only extend to litigants, but also include other people
related to the public interest. As long as we clarify the
difference between objective litigation and subjec-
tive litigation, we can find that traditional civil and
administrative litigation are basically subjective liti-
gation, while procuratorial public interest litigation
belongs to the category of objective litigation. Com-
pared with traditional litigation, procuratorial public
interest litigation is based on safeguarding the public
interest as the starting point and end point. And also
because the procuratorate is the public authority of
the country, it should also follow the principle of
statutory authority in the process of initiating public
interest litigation by the procuratorate.

In China, public interest litigation remains a rel-
atively young legal system. In 2012, in the process
of revising Civil Procedure Law, China established
a public interest litigation system for the first time.
Then in 2014, the procuratorial public interest liti-
gation system also took shape. The idea of exploring
the establishment of a public interest litigation system

2 See: John Rawls. Justice [M]. Translated by He Huaihong, He Baogang, Liao Shenbai. Beijing, China Social Sciences

Press, 1997. P. 257.

8 See: Roscoe Pound. Jurisprudence [M]. Translated by Liao Deyu. Beijing, legal press. 2008. P. 18.
4 See: Wang-Liming. Chinese Civil Code Scholars’ Suggestions and Legislative Reasons [M]. Beijing, legal press. 2005.

P. 19.
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by the people’s procuratorate was firstly proposed on
The Fourth Plenary Session of the Eighteenth Cen-
tral Committee of the Party. Subsequently, Chinese
law officially gave the people’s procuratorate the
function and power to file public interest litigation
in June 2017.

The reason why legislators have to specialize the
prosecution function of public interest litigation on
the basis of the existing public interest litigation sys-
tem is as follows. First of all, the establishment of a
public interest litigation system initiated by procu-
ratorate is of great significance for expanding the
scope of procuratorial supervision, improving the
pattern of procuratorial supervision, and promoting
the innovative development of the socialist procura-
torial system with Chinese characteristics. The role
of the procuratorate in China is the state’s legal su-
pervision agency. In 2017, the civil procedure law
and the administrative procedure law were revised
again, which expanded the scope of supervision of
procuratorial organs, and was a milestone for proc-
uratorate. It is another major reform of the socialist
judicial system and litigation system with Chinese
characteristics, which has profoundly changed the
traditional pattern of litigation supervision by proc-
uratorate. In addition, the establishment of a public
interest litigation system initiated by procuratorial or-
gans is of great significance for further improving the
judicial protection mechanism of national interests
and social public interests. For a long time, Chinese
public welfare maintenance system has been relative-
ly weak. Because some litigants lack the motivation
and ability to initiate civil public interest litigation,
and administrative organs’ illegal exercise of their
powers or omissions cause damage to the national
interest and public interest, and there is a lack of
competent administrative public interest litigation
subjects, a large number of national and social pub-
lic interests are affected. In that case, There are lots
of infringements cannot be corrected in time in the
society. If such illegal activities are ignored and al-
lowed to develop, on the one hand, it is impossible
to fundamentally reverse the administrative chaos
in some localities and departments, and on the oth-
er hand, it may turn some emerging problems into
criminal offenses. Therefore, the establishment of a
public interest litigation system initiated by procura-
torate complements the shortcomings of the current
public interest maintenance system and can protect
national interests and social public interests to the
greatest extent.’

Importantly, only Chinese people’s procuratorate
can initiate administrative public interest litigation
in the world. Major countries in the western world,
such as France, Germany, Japan, the United States,

the United Kingdom, etc., have more or less stipulated
in their national laws for procuratorates’ initiation
or participation in civil public interest litigation, but
as for administrative public interest litigation, most
countries do not have corresponding laws and reg-
ulations. Even if some countries have similar provi-
sions in their legislation, it is not the real sense of the
procuratorate to initiate administrative public interest
litigation. Taking Germany and the United Kingdom
as examples, German procuratorates only have the
right to participate in administrative public interest
litigation, but they do not have the power to initiate
an administrative public interest litigation. In other
words, in administrative public interest litigation,
the procuratorates can participate in the process of
applying the law, but it definitely cannot file the law-
suit as the plaintiff. While in the United Kingdom, it
is stipulated that the attorney general can apply for
judicial review involving public welfare for citizens
in his own name, that is, to authorize citizens to file
administrative lawsuits in the name of the attorney
general. But in practice, once the attorney general
has applied for relevant judicial review for citizens,
he will no longer pay attention to the damaged pub-
lic interest, and he will rarely initiate public interest
litigation in his own name.

The main culprit for the above phenomena is that
the countries of the civil law system and the com-
mon law system have completely different ways of
positioning the procuratorates’ functions from the
ones China has. The procuratorates in the countries
with over two major legal systems belong to the order
of administrations and do not have the power of su-
pervision over other administrations, simply playing
their role as litigation organs. However, in China, the
Constitution gives the people’s procuratorates the
legal supervision function. As a representative of the
public interest, they can act as a fair third party in
the event of a situation in which the administrative
agency’s failure to perform its duties causes damage
to the public interest, urging administrations to ac-
tively perform their duties.

In fact, before the procuratorial public interest lit-
igation system was implemented in China, it was the
agencies and relevant organizations prescribed by law
who had the right to initiate public interest litigation.
Notwithstanding, the above-mentioned agencies and
organizations often appear to be absent in practice,
causing the damaged public interest to appear unpro-
tected. The reason behind this may be that the above
eligible subject takes their own interests into accounts
or lacks litigation ability by virtues of unfamiliarity
with the law. By contrast, the people’s procuratorate
is usually in a neutral position and generally does not
involve the case and its own interests. What’s more,

5 See: People’s Procuratorate of Dongsheng District, Ordos. The Significance of Establishing a Public Interest Litigation
System by the Procuratorate // URL: http://www.ordosds.jcy.gov.cn/gyss/201802/t20180227_2153025.shtml (accessed:

December 2, 2021).
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the procuratorate is legally professional and has the
ability to initiate litigation procedures efficiently and
accurately, so that it can give full play to the legal
supervision function and promote administration by
law and strict enforcement. Therefore, China formal-
ly introduced a public interest litigation system for
procuratorates since then, and pioneered the world’s
first legal system for procuratorates to initiate admin-
istrative public interest litigation. In summary, the
establishment of a public interest litigation system
initiated by procuratorate plays an important role in
further improving the administrative power restric-
tion and supervision system.

The establishment of a public interest litigation
system initiated by procuratorate has created a new
type of judicial supervision model, which is organ
supervising organ. To some degree, this is a milestone
progress in the construction of judicial governance.
Initiating administrative public interest litigation
through procuratorate, supervising administrative
organs’ strict law enforcement and administration
according to law, and clarifying the duties of admin-
istrative organs to perform their duties through court
trials are in line with Chinese internal requirements
for actively promoting the construction of a country
under the rule of law in recent years.°

3.2. The applicable conditions of Chinese
procuratorial public interest litigation

3.2.1. Responsible subject: personal

information processor

Unlike GDPR, the Chinese legislation just uses
the concept of personal information processors in
general. It does not distinguish the controller and
the processor of data, and it does not have any inter-
nal hierarchical division of the responsible entities
that can substantially affect the rights and interests
of personal information. The personal information
processor refers to an organization or individual that
autonomously determines the purpose and the means
of processing in personal information processing ac-
tivities, which can be divided into departments that
perform personal information protection duties in
the sense of public law and operators and service pro-
viders in the sense of private law. Since these two
types of subjects differ sharply in the purposes, meth-
ods, and effects of processing personal information,
and there is currently no differentiated regulation
on them in legislative practice, many Chinese schol-
ars argue that the types of public interest litigation

should be differentiated according to different sub-
jects in judicial practice.

It is worth mentioning that, as one of the char-
acteristic innovations, Chinese Personal Information
Protection Law borrows from the EU’s Digital Market
Law (Draft) and introduces special obligations (gate-
keeper clauses) for important Internet platforms.
Gatekeepers are the core concept in the EU’s Digital
Market Law» (draft). The draft adopts qualitative and
quantitative standards to clarify which platforms may
act as gatekeepers. The Digital Market Law is essen-
tially the EU’s anti-monopoly law, so the definition
of gatekeepers also focuses on «platform». That is:
whether there are other third-party commercial cus-
tomers that provide services to users in the business
form, and the existence of third-party merchants
(also called third party or business users) is the core
feature of the «platform». Therefore, under this law,
the requirements for gatekeepers are mostly reflected
in competition law considerations, that is, gatekeep-
ers must not compete with third-party merchants
in the ecology unequally. For example, merchants
can find business opportunities on the platform, but
merchants should also be allowed to complete trans-
actions through their own applications or websites.

Chinese Personal Information Protection Law es-
sentially borrows this idea, but applies it to the field
of personal information protection and governance,
allowing platform companies to play a greater role in
personal information protection and governance. For
example, the platform is required to stop providing
services to product or service providers in the plat-
form that severely violate laws and administrative
regulations to process personal information. Chi-
nese Personal Information Protection Law added the
duty of gatekeeper companies to protect personal
information in line with the global trend of Internet
governance, which can more effectively protect the
personal information of natural persons.” However,
the identification standards and the content of ob-
ligations for gatekeeper enterprises still need to be
further demonstrated and refined.

3.2.2. Cause of action: infringing the rights and

interests on many individuals

To be clear, acts that infringe upon the rights and
interests of many personal information must be trig-
gered by personal information processing, including
two modes of action and inaction.® For example, the
use of personal information by information proces-
sors without the explicit consent of the information

¢ See: People’s Procuratorate of Dongsheng District, Ordos. The Significance of Establishing a Public Interest Litigation

System by the Procuratorate.

7 See: Zhang-Xinbao. Research on the establishment of special obligations for personal information protection of
gatekeepers in the Internet ecology // China Civil and Commercial Law Net: URL: http://www.civillaw.com.cn/zt/

t?id=37845 (accessed: December 2, 2021.

8 See: Cheng Xiao. Understanding and Application of Personal Information Protection Law [M]. Beijing : Chinese legal

system press, 2021. P.509.
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subject is a typical action model, while remedial
measures failing to be taken immediately after a
large-scale information leakage incident is a typical
mode of inaction.

In recent years, with the advent of the big data
era, the leakage of individuals’ personal information
has become increasingly serious. Frequent harass-
ing phone calls and text messages not only affect the
quality of life of individuals, but also infringe on the
legitimate rights and interests of them. We often say
that the personal information should be protected
from infringement. In fact, it is not only the infor-
mation itself that needs to be protected, but also the
legitimate rights and interests of many individuals
that are carried behind the information. Further-
more, as the information leakage gets exacerbated, a
black industry chain about personal information has
gradually formed, and a large amount of personal
information is at the hands of middlemen and illegal
users who resell the information to earn the price dif-
ference. Under these circumstances, every individual
is very likely to become the next potential victim of
infringement. As a result, cases of infringement of
citizens’ personal information are often targeted at
an unspecified majority of people, and the scope of
infringement is a typical social public interest. As a
result, cases of personal information infringement
are often aimed at an unspecified majority of people,
belonging to typical social public interests. Accord-
ingly, the personal information protection has the at-
tributes of public interest and conforms to the scope
of protection of public interest litigation. In practice,
due to the wide distribution and large number of
victims, many of the victims’ rights have been vio-
lated without knowing it and unable to protect their
legitimate rights and interests. At the same time, the
difficulty of securing evidence and the high cost of
safeguarding rights have also become a dilemma for
citizens who are unwilling to take up legal weapons
to protect their rights and interests.The Personal In-
formation Protection Law adopted a legal form that
clarified that procuratorial organs have the right to
initiate public interest litigation for the protection of
personal information. Public interest litigation pro-
vides sufficient legal basis and reflects the advantages
of Chinese procuratorial public interest litigation
system. It can effectively combat illegal and criminal
acts that infringe on citizens’ personal information,
and protect public interests to the greatest extent
from harm.

3.2.3. Litigation subject: the

people’s procuratorate, the consumer
organization specified by the law and the
organization determined by the national
cyberspace administration

3.2.3.1. The people’s procuratorate

A special talk about exploring the establishment
of a public interest litigation system by procuratorate
has been released in the Decision of the Central Com-
mittee of the Communist Party of China on Several Ma-
jor Issues Concerning the Comprehensive Promotion
of the Rule of Law. The Desion pointed out that the
supervision of procuratorate on administrative vio-
lations is mainly to investigate and handle cases of
corruption, bribery, malfeasance and infringement
by administrative staff in accordance with the law,
and the scope is relatively narrow at present. The
actual situation is that administrative violations con-
stitute criminal offenses, after all, only a minority
of them, and more of them are acts of disorder and
omission. And the purpose of making this provision
is to prompt the procuratorate to make timely sug-
gestions and urge them to correct the illegal acts of
the administrative organs and their staff discovered
in law enforcement cases. This reform can start with
the establishment of a supervision and prosecution
system and the improvement of the procuratorial sug-
gestion working mechanism. It has also mentioned
that the initiation of public interest litigation by the
procuratorate is conducive to optimizing the alloca-
tion of judicial powers, improving the administrative
litigation system, and promoting the construction of
a government under the rule of law.’

Based on the above, in recent years, remarka-
ble achievements have been gained by the people’s
procuratorate in exploring and expanding personal
information protection public interest litigation. In
Chinese judicial practice, the people’s procuratorate
have gradually become the main prosecutors in per-
sonal information protection public interest litigation,
giving full play to their legal supervision functions
and achieving good implementation results. Accord-
ing to that, in the process of drafting and enacting the
Personal Information Protection Law, China has taken
the people’s procuratorate as one of the prosecutors
of the personal information protection public interest
litigation, and fixed this in the form of law to protect
personal information in practice, also providing a
direct legal basis for such system. The reason why
the legislator regards the people’s procuratorate as
the statutory litigation subject is that the function
of the people’s procuratorate is to be a legal supervi-
sion agency, representing the public interest. When
personal information is infringed, the people’s proc-

? See: China Government Network. The Decision of the Central Committee of the Communist Party of China on
Several Major Issues Concerning the Comprehensive Promotion of the Rule of Law // URL: http://www.gov.cn/
zhengce/2014-10/28/content_2771946.htm (accessed: December 2, 2021).
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uratorate initiating a public interest litigation is a
statutory duty. Besides, the people’s procuratorate is
proficient in litigation procedures, having profession-
al legal practitioners, and better litigation capabilities
than other agencies, organizations and individuals'.

3.2.3.2. The consumer organization

specified by the law

Since a public welfare organization has been legal-
ly established in China and engaged in the protection
of consumer rights and interests for a long time, it has
become one of consumer organizations’ basic duties
to protect the personal information rights of many
consumers. Under existing public interest litigation
system in China, for acts that infringe on the rights
and interests of many consumers, the public interest
litigation rights of some consumer organizations have
been recognized by relevant separate laws''.

There have also been cases in which consumer
organizations filed public interest litigation for the
protection of personal information in the courts in
judicial practice, such as Infringement dispute be-
tween Jiangsu Consumer Rights Protection Committee
and Beijing Baidu Netcom Technology Co., Ltd". In
this case, the Consumer Protection Commission of
Jiangsu Province sent the Investigation Letter on the
Issue of Obtaining Permissions for Mobile Apps to Bei-
jing Baidu Netcom Technology Co., Ltd. regarding
the infringement of personal information security by
mobile apps. The company was asked to send person-
nel to accept an interview about the related problems
of his two mobile apps, namely «Mobile Baidu» and
«Baidu Browser».

However, the company only briefly explained the
problem in writing, and evaded the obligation of
notification and selection of authority to the mobile
phone operating system, and passively responded
to the investigation of the Provincial Consumer Pro-
tection Commission. Under the urging and public
supervision of the Provincial Consumer Protection
Committee for many times, Beijing Baidu Netcom
Technology Co., Ltd. came to accept the interview in
November 2017. However, in the final rectification
plan submitted, the «phone monitoring», «reading
SMS MMS», «reading contacts» in «Mobile Baidu»,
«Baidu Browser» two apps and other related authority
issues related to the security of consumers’ personal
information have not been rectified. At the same time,

there are no clear measures to remind consumers of
the purpose, method, and scope of the rights that the
APP applies for and for consumers to choose, which
cannot effectively protect consumers’ right to know
and choose®.

In this regard, the Jiangsu Provincial Consumer
Protection Committee believes that the two mobile
apps «Mobile Baidu» and «Baidu Browser» did not in-
form consumers of the various permissions and pur-
poses they obtained before they were installed. And
it also obtains authorities such as «monitor phone
calls, locate, read SMS, read contacts, modify system
settings» and so on without the user’s consent. The
above authorities are not necessary to provide normal
services and are beyond reasonable scope. According
to the relevant provisions of the Consumer Rights
Protection Law, Network Security Law, and Regu-
lations on the Protection of Consumer Rights and
Interests of Jiangsu Province, operators should clearly
state the purpose, method and scope of the collection
and use of personal information, and the consum-
ers’ agree; the collection of consumer personal infor-
mation by business operators shall comply with the
principles of fairness, lawfulness and necessity, and
shall not exceed the above-mentioned principles to
obtain authority, let alone illegally collect consumer
personal information.

Accordingly, the Jiangsu Provincial Consumer Pro-
tection Committee filed a lawsuit with the Nanjing
Intermediate People’s Court in accordance with the
law, requesting the court to rule Beijing Baidu Netcom
Technology Co., Ltd. to stop its related infringement.
The person in charge of the Jiangsu Provincial Con-
sumer Protection Committee stated that the use of
public interest litigation as a tool for apps infringing
personal information security is aimed at protecting
the legitimate rights and interests of many consumers,
including but not limited to Jiangsu. The initiation of
the public interest lawsuit not only requires Beijing
Baidu Netcom Technology Co., Ltd. to stop related
violations of laws and infringements, but also pro-
motes the entire mobile App industry to attach great
importance to and consciously protect consumer in-
formation security. Only safety and convenience can
meet the real needs of consumers and promote the
healthy development of the mobile app industry'.

It can be seen that, to a certain extent, the above
case extends that consumer organizations, as the

0 See: Zhang-Xinbao & Lai-Chengyu. Understanding and Application of the Public Interest Litigation System for the
Personal Information Protection [J] // Journal of the National Prosecutors College. 2021 (5). P. 63.

See: Dong-Chucha. On the optimized approach of personal information protection public interest litigation from the

perspective of risk society [J] // Academic Exploration. 2020 (12). P. 124.

2 See: Civil Written Order in Suzhou. No. 01, 2018.

13 See: China Central Television. Jiangsu Provincial Consumer Protection Commission filed a public interest lawsuit against
Baidu Expert: optimistic about its success // URL: http://finance.cnr.cn/315/9z/20180107/t20180107_524089964.shtml

(accessed: December 2, 2021).

See: Xinhua Net. Jiangsu Provincial Consumer Protection Commission filed a public interest lawsuit against Baidu //

URL: https://baijiahao.baidu.com/s?id=1588987596905776748&wfr=spider&for=pc (accessed: December 2, 2021).
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main subject of prosecution of personal information
protection public interest litigation, have accumulat-
ed a certain amount of imperative experience. What'’s
more, giving consumer organizations the qualifica-
tions of prosecuting subjects in personal informa-
tion protection public interest litigation can also help
achieve the convergence with the consumer protec-
tion public interest litigation rules in the Consumer
Protection Law, and realize the internal coordination
of the legal system".

3.2.3.3. The organization determined by the

national cyberspace administration

Incorporating social organizations into the pros-
ecutors of personal information protection public
interest litigation is China’s reference to the prac-
tices prevailing abroad. In the personal information
protection, compared with public authorities, the
execution cost of social organizations is lower, and
compared with private subjects, social organizations’
rights protection methods are more concentrated and
powerful. In that case, social organizations have more
advantages than public authorities and private en-
tities in the protection of personal information. In
comparative law, in order to avoid the frequent oc-
currence of abusive litigation, some countries have
made very detailed regulations on the qualifications
of social organizations to sue in public interest litiga-
tion. For example, South Korea’s Personal Information
Protection Law stipulates that the following two types
of organizations can become eligible prosecutors in
public interest litigation. One is an organization that
has been registered with the Fair Trade Commission
for three years, and has more than 1,000 members
in the group. It is established for the purpose of pro-
tecting rights, while the other is non-profit private
organizations that have registered with the central
administration with more than 5,000 members, hold-
ing corresponding activities in the past three years'®.
Compared with the conditions set by foreign coun-
tries for social organizations, Chinese current legisla-
tion in this aspect is still too brief, and it is necessary
to refine it as soon as possible.

4. The shortcomings of Chinese
procuratorial public interest litigation
on personal information protection

4.1. The legislation has not yet stipulated
the prosecution order between procuratorate
and social organizations

As is aforementioned, the people’s procuratorate,
the consumer organization specified by the law and
the organization determined by the national cy-
berspace administration can file a lawsuit with the
people’s court. However, in Chinese existing legisla-
tion, there is no provision for the order in which the
above-mentioned three types of subjects initiate per-
sonal information protection public interest litigation.

To be clear, the procuratorate cannot completely
replace administrative law enforcement personnel in
personal information protection. Regarding illegal
facts linked to the infringement of personal informa-
tion, administrative law enforcement officers should
still conduct preliminary investigations and verifica-
tions, giving full play to the functional advantages of
the administration. After all, the main function of the
procuratorate in China is legal supervision, and it is
impossible to always go to the front line of investi-
gating whether individuals’ personal information has
been leaked. Of course, administration may be idle in
performing their duties occasionally in practice, and
public interest litigation procedures for administra-
tive prosecutions will be initiated at this time. How-
ever, in this procedure, the procuratorate will first
issue procuratorial recommendations to the relevant
administration; only if the administration still does
not actively perform, its duties within the statutory
period will initiate a lawsuit. The legislator makes
such a provision used the procuratorate to initiate an
administrative public interest lawsuit as a supplemen-
tary means, in order to empower the administration
and give full play to the function of self-correction,
to supervise administration to perform their duties
in accordance with the law, and then to strengthen
their daily management and law enforcement. On
such conditions, remedial measures should be taken
as soon as possible for the damaged public interest,
instead of waiting for the administrative litigation
judgment to take effect before performing their du-
ties, so as to avoid expanding losses to the public in-
terest. In practice, it is also very important to avoid
considering that the procuratorate have priority in
the protection of individuals’ personal information. It
is because they sometimes file incidental civil public
interest lawsuits in the process of initiating public
prosecutions against defendants while dealing with

5 See: Zhang-Xinbao & Lai-Chengyu. Understanding and Application of the Public Interest Litigation System for the
Personal Information Protection [J] // Journal of the National Prosecutors College. 2021 (5). P. 64.

16 See: Kang-Zhenhua. The main characteristics of Korea's Personal Information Protection Law and its enlightenment
to China’s legislation [J]1// Journal of Yanbian University. 2021 (4). P. 69.

Ne 6 /2023




MPOKYPOPCKMiA HAZL30P. CYAEGHAA CUCTEMA

personal information protection cases, which is ab-
solutely putting the cart before the horse.

In conclusion, it is necessary to clarify the order
of initiating public interest litigation between proc-
uratorate and statutory social organizations in order
to maximize the system advantages of procuratorial
public interest litigation in the field of personal infor-
mation protection.

4.2. The legislation has not yet clarified

the standards for procuratorate to initiate public
interest litigation on personal information
protection

Unlike public interest litigation cases in other ar-
eas, cases involving personal information cannot be
simply filed by procuratorate. They are often more
complex and larger in scales. However, Chinese cur-
rent legal system lacks a specific standard according
to infringement of the public interest and the degree
of damage. It will result in different ways of coping
with cases by procuratorates in practice. Similar
cases may have different results between different
procuratorates, which is not only detrimental to the
protection of public interests, but also has a negative
impact on judicial credibility. Therefore, China should
clarify the standards that violate the public interest by
issuing corresponding judicial interpretations as soon
as possible. A reasonable standard for infringement
on public interests should be formulated combining
the unique characteristic of personal information and
comprehensively, considering the following factors
to provide legal guidance for the procuratorate in
handling cases.

First of all, the personal information involved in
the case should have value in content. It can be ana-
lyzed and compared it to a specific individual, there-
by further posing a potential threat to the interests
of the unspecified majority. It also should be noted
that with the advancement of technology, there have
been many incidents of secondary processing of per-
sonal information in order to extract more value in
recent years. The alleged secondary processing of
personal information refers to businesses that upload
personal information is collected on the Internet to
the database for professional data processing, data
comparison, data analysis, etc., to obtain commer-
cially valuable information and use it for production
and operation'’. Through such secondary processing
methods, it is possible to simply summarize the life-
styles and preferences of certain individuals, and even
more so to infer the individual’s life trace, which will
undoubtedly bring huge potential risks to the public
interest. Accordingly, when scholars determine the
infringement of public interest standards in personal
information protection, it is necessary to take the

technical feature of the secondary use of personal
information into consideration.

Secondly, the amount is also very important. Only
when the amount of personal information involved in
the case is large enough, can the unspecified majority
be compared through information analysis, thereby
affecting the interests of those unspecified majority.
Moreover, this massive illegal use of personal infor-
mation should occur in the public domain. In other
words, the large-scale use of personal information
held by individuals in the private sphere will obvi-
ously not harm the public interest.

Finally, the scale of dissemination of the personal
information involved should also be recognized as a
key factor in the standards that violates the public
interest. At present, an underground industrial chain
has been formed for the illegal collection, sale, and
the use of personal information. Some offenders re-
sell, reverse or exchange individuals’ personal infor-
mation with others several times, and even upload
the personal information obtained on the dark web
to trade with others, causing a large amount of per-
sonal information illegally to be made public. Among
them, the illegal and criminal acts in the upper reach-
es are those that infringe on individuals’ personal
information. The crimes such as telecommunication
fraud, financial fraud, extortion, illegal detention,
kidnapping and even intentional homicide in the mid-
dle and lower reaches have become a social problem
that cannot be ignored'®. Therefore, in response to
the above behavior, in addition to punishment at the
level of criminal law, it should also be included in the
standard that invades the public interest in the field
of public interest litigation.

4.3. The litigation request
of procuratorate is too simple

The litigation requests of procuratorate when
dealing with personal information protection public
interest litigation cases generally focus on the dele-
tion of information, an apology, and compensation for
losses. For the first two litigation claims, it is relatively
easy to operate in practice, so there is nothing wrong
with it. As for the claim for damages, the difficulty lies
in how to determine the amount of compensation.
In practice, the procuratorate’s determination of the
compensation amount mainly refers to the defend-
ant’s profitability. Normally, the court will support
the procuratorate’s litigation request. Yet even so,
such punishment still fails to achieve the so-called
consistent punishment for the defendant. Cases of in-
fringement of individuals’ personal information often
have a large number of victims. Once the information
is leaked, it cannot be compensated by other means,
and it is difficult to quantify the losses to the victims.

'7 See: Mei Shao-Zu. E-commerce legal regulations [M]. Beijing : Tsinghua University press, 2021. P. 86.
'8 See: Tu-Chunhan & Ma-Fangfei. An Analysis of Several Issues Concerning the Protection of Citizens’ Personal Information
in Procuratorial Public Interest Litigation [J] // Chinese Prosecutor. 2020 (08). P. 70.
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Moreover, the transaction price of personal informa-
tion is often relatively low, which is not equal to the
potential risks of information leakage". In practice,
there have been cases in which the defendant sold
more than 40,000 pieces of individuals’ personal
information, because he only made a profit of 700
yuan, and the final compensation amount was only
700 yuan®. Regrettably, in Chinese current legislative
system, there is no clear legislation on compensation
standards for infringement of individuals’ personal
information in the aspect of public interest litigation.
If things go on like this, it will be difficult for us to
act as a warning and deterrent against criminals who
infringe upon individuals’ personal information.

In practice, the procuratorate often file incidental
civil public interest litigation in response to serious or
particularly serious cases in the process of reviewing
and prosecuting the crime of infringing on personal
information. According to the provisions of Article
253 of the Criminal Law, any violation of individuals’
personal information to the extent that the circum-
stances are serious or above shall be subject to fines.
The penal standard for the crime of infringing on in-
dividuals’ personal information in the Criminal Law
is mainly to comprehensively consider the severity of
the defendant’s crime, the number of illegal gains,
and the attitude of guilty and repentance. In addition,
according to the relevant judicial interpretations, the
amount of fines should generally be more than one
time and less than five times the defendant’s illegal
income. Applicable to the field of personal informa-
tion protection procuratorial public interest litigation,
procuratorate can appropriately refer to the above
standards, comprehensively considering the quanti-
ty, content, and dissemination scale of the personal
information involved in the case to determine the
defendant’s compensation standard.

Conclusion
Since the beginning of the 21st century, driven

by the wave of digitalization, while experiencing
various conveniences brought by data technology,

people also face risks such as excessive collection
of personal information, illegal disclosure of
personal information, and illegal trading of
personal information. In order to solve this problem,
legislation in the field of personal information
protection has been rapidly accelerated around
the world in recent year. As the largest developing
country in the world, Chinese active promotion of
its own personal information protection legislation
is not only a measure to respond to the world trend,
but also the result of Chinese legal system advancing
with the times, self-development and continuous
improvement. It also responded to the concerns of the
state, society and individuals regarding the protection
of personal information in a timely manner, focusing
on demonstrating Chinese approach to the rule of law
for personal information protection. Not only that,
the promulgation of Chinese Personal Information
Protection Law marks that China has entered into
the era of higher level in the aspect of personal
information protection. Chinese Personal Information
Protection Law provides comprehensive regulations
on relevant systems, which reflects the determination
of the Chinese government to safeguard the basic
rights and interests of citizens, and provides a
guarantee for the standardized collection and
utilization of personal information, laying a solid
foundation for Chinese network society and digital
economy. It is a comprehensive legal norm focusing
on the protection of personal information rights and
the behavior of information processing. Based on
a deep understanding of the legislative evolution,
legislative purposes, highlights and characteristics
of this law, Chinese experience and solutions can be
provided for the personal information protection,
an issue of common concern throughout the world.
Of course, with the continuous development of
society, the law inevitably lags behind. Confronted
with more new situations and new problems that
may arise in the future, Chinese Personal Information
Protection Law needs to respond in a timely manner
and continue to improve, which is also the optimal
legal answer to the practical interests of all that live
in the Internet age.

1% See: Sun-chuanxi & Cui Xue. Difficulties in Criminal Incidental Civil Public Interest Litigation Cases involving Infringement
of Citizens’ Personal Information [J] // Chinese Prosecutor.2020 (14). P. 68.
2 See the Criminal Verdict of the First Instance in Shanghai, No. 1131, 2020.
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